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1 Abstract

Smart cards have, for some time, offered a potential way of improving the delivery of services in a number of sectors.  With the advent of widely available, lower priced, high capability cards, this potential is now beginning to be realised.  Analysis of existing deployments shows that large schemes have both the capacity to address service delivery issues, and the potential to do this in a way that the investment can be recouped over a time period which makes schemes sustainable.  

The drivers for a local authority instigated multi-application scheme are extensive, as are the potential applications, services and uses for a local citizen card.  While there are a number of models that might be adopted in terms of configuration, for schemes to become a reality in the near future, it is apparent that local authorities must play a pivotal role to ensure that their own strategic objectives are to be met.  

The importance of engaging with the technology now is made imperative by the ongoing implementation of electronic government, with its citizen focus and attendant CRM capabilities, that provides both a platform and a genuine requirement for a multiple entry point identification and authentication device.

While existing deployments provide some persuasive evidence that effective multi-application schemes are realisable, they also show that the full benefit of multi-application aspects of a scheme will only be achieved if complex issues relating to scheme organisation and governance can be resolved.  Indeed, these are even more emphasised in a local authority environment.  Education campus and central government ID card schemes benefit from the control that they can exert over the behaviour of the population.  To a lesser extent this is also true of the Octopus transit scheme (see section 3.1), which has the advantage of operating in a sector vital to a relatively small geographical area.  Local authority instigated schemes need to achieve a difficult balance in securing a sustainable application mix and ensuring citizen take up.  

The key attributes of a card scheme (outlined at Table 1) are important in that they can help guide how the objectives for an implementation project might be framed.  While there are implications for the generic business case, they also emphasise that decision makers must have a clear vision of how a scheme will achieve the sometimes diverse objectives of the providers of services and facilities that are available on a multi-application card.
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2 Introduction

Whilst there has been much speculation about the potential value of multi-application smart cards to the citizen, there has been only sparse evaluation of whether the benefits really “stack-up”.  Sceptics have gone further to suggest that the technology represents a “solution waiting for a problem” and that the concept of a citizen card is an industry device to develop a market to repay research and development costs.

This document will be of interest to local authority officers and members responsible for the strategic planning process and especially to those who are involved in implementing electronic government. It provides a brief overview of how smart card technology has evolved and whether there are compelling reasons to deploy such technology to assist local government in managing it’s relationship with citizens.  Section 3 goes on to examine a number of smart card deployments and identifies key common attributes that are vital to the success of a scheme.  It also gives consideration as to what organisations could issue cards with access to local authority services.

Section 4 reviews the drivers for the introduction of multi-application card in a local environment.  Primarily from a local government perspective, it looks at the political, social, commercial and other strategic issues that might be fully or partially addressed by the introduction of the technology.

A series of four tables at Section 5 identify applications, services and uses that could take advantage of a local citizen card.  The tables separately list areas: within local authority control; other local public sector; national public sector; private sector.

The case for adopting the technology is introduced at Section 6, which brings together a number of factors to show how the implementation of card technology can be seen as coherent with strategic objectives, and complementary to emerging technology and service delivery strategies.

Section 7 looks at how schemes might evolve in England as more local authorities become aware of benefits of deploying citizen cards.  Specifically taking the perspective of local authorities, it seeks to identify a practical path for the introduction of the technology.  It also covers some of the strategic issues relating to scheme implementation.  

Section 8 draws upon the previous sections to give an overview of how the financial models are developed in other NSCP sections.

2.1 The Origins of the Multi-Application Smart Card

There is value in understanding the context of smart cards and where we are today.  The first patents for smart cards were filed in Germany in 1969 and Japan in 1970.  However, it was Roland Moréno, a French journalist, who is accredited with creating the concept of the “multi-application” card, which he patented worldwide in 1974.  Developments from that date have centred on the banking industry, principally because they were the mass purchasers and issuers of plastic cards, but also because it was assumed that electronic money would be the backbone upon which other applications would rely.  

By the early 1990’s, the advent of the “phone card” had created a market for large volume disposable contact smart cards.  These were so rapidly superseded by the (chip based) mobile phone, that multi-application possibilities were never fully tested.  At the same time, the banking sector was conducting trials for the electronic purse concept, which could co-exist on their established magnetic stripe cards.  

While in the UK, there were only limited trials of “e-purse” (most notably providing the platform for multi-application card pilots in Universities) in many European countries it has become a standard product on bank cards.   The general concept, based upon user convenience, has received a high level of user acceptance.  However, in practice, bank e-purses are not widely used and since the turn of the millennium there has been a lessening of interest from the industry in the UK
.  The principal reasons cited are that they do not add value to the core business and that they are too costly to administer.  There is, perhaps, a double irony in the timing of this as:

· Banks are now moving universally to smart cards and “chip and PIN” in order to address security and liability issues in the sector;

· Chip technology is both cheaper and more powerful than ever before.

The other major sector where there has been increasing activity from the early 1990’s has been transport.  The considerable benefits of introducing contactless cards to speed up passenger through-flow are enhanced by the potential of introducing ticketing options on a single card.  This has been most clearly exploited by the Octopus scheme in Hong Kong (see Section 3.1) where, over time, a transport card has become a commercial multi-application card.  

The current introduction of the Oyster Card
 in London is, perhaps, the flagship for a number of transport schemes that are being introduced across the UK.  The business case for the considerable investment is underpinned by the expected improvements that the new ticketing and revenue system will bring in:

· Speed of movement through barriers and in boarding areas;

· Better management information including that on the movement of passengers between different services;

· Reduction of cash handling;

· Reduction in maintenance on mechanical ticket machines;

· Reduction of money lost to ticket fraud;

· The opportunity to introduce new ticket options (e.g. “best value” ticketing) to increase patronage

2.2 The Situation for Local Authorities in the UK Today

Perhaps another key factor for the banks not utilising the technology beyond the area of security is that they themselves do not have the diversity of product relationships with their customers to make use of multi-application card capabilities.  If this view is accepted, it is easy to see why the focus has shifted towards local government.  A recent BVPI 157
 appraisal within Southampton City Council identified 682 different types of interaction with the citizen that are legally permissible for electronic service delivery.  The overlap between services notwithstanding, there is considerable scope for many of these interactions to use a smart card. 

Indeed, the push for the delivery of “electronic government” has clearly provided a much wider interest in multi-application cards across local authority departments.  However, this is not the only circumstantial change, and an interesting parallel can be drawn with the evolution of the Internet.  The basic concept for that technology was conceived in late 1950s with the modern incarnation using TCP/IP protocol developed in 1983 (still within a closed environment).  It was “opened-up” or commercialised in 1992, but really only took off as the “Internet explosion” later in that decade with the advent of increasingly powerful, yet reasonably priced personal computers with easy-to-use Graphical User Interfaces (GUI's).  Thus, the success of the Internet was dependent not necessarily on its intrinsic value/potential, but on a combination of factors at a point in time. 
In terms of local government multi-application smart cards, it has been reasonably argued that a similar point in time is being reached where a combination of factors are nearing a point of crystallisation: 

· Card technology is mature and powerful enough for true multi-application use;

· The requirements for open architecture cards
 and scheme flexibility are being understood by the industry;

· The cost of cards (including dual interface cards) and associated hardware and software is reducing;

· The delivery of electronic government, with its citizen focus and attendant CRM capabilities, provides both a platform and a genuine requirement for a multiple entry point identification and authentication device;  

· There are genuine commercial drivers for card usage and businesses are recognising the potential benefits of utilising a locally deployed card issued by a trusted partner;

· The publication of common specifications such as the Integrated Transport Smart card Organisation (ITSO) Specification for Interoperable Public Transport Ticketing Using Contactless Smart Cards
.

While the number of implementation schemes in the UK is relatively small (typically pilots with external public funding), membership levels of the Smart Card Networking Forum and the Local Authority Smart card Standards e-Organisation (LASSeO) are a demonstration of increasing interest from local authorities.  

2.3 Remaining Barriers

A number of barriers to full “open” multi-application smart card implementation at a local government level remain:

a) Concerns that there have not been large scale UK card deployments to prove the concept;

b) The perceived headline level of investment capital required to put a local scheme infrastructure in place;

c) The absence of an established “framework” or common infrastructure within which a scheme should operate;

d) An incomplete set of standards (technical and operating) for full scheme implementation;

e) The difficulty in securing strategic support and resources for a scheme across internal departments;

f) The organisational and legal complexity of putting together a coherent local scheme involving the public and private sectors;

g) The readiness of the commercial sector to become involved in local authority initiated multi-application smart card schemes;

h) Confidence that revenue streams will materialise at a level that will make schemes sustainable;

i) The issue of governance and “federalism” has not been sufficiently explored and understood;

j) Concerns that central government schemes (e.g. for authentication) could supersede local schemes. 

3 Multi-Application Card Schemes

3.1 Multi-Application Card Schemes in Practice

There has been a level of scepticism relating to what smart cards have genuinely delivered.  Much of this negativity is based on anecdotal information about historical pilot schemes (the “Swindon e-purse trial” is often cited as a failure, but few people have an appreciation of the scope and objectives of the project).  However, decision makers are understandably reluctant to pursue expensive implementation programmes on the basis of a predominantly speculative business case.  What they wish to see is proof through deployment in a relevant environment.  

In the context of multi-application cards, this does not necessarily mean that decision makers in UK local authorities will only seek this “proof” from other local authorities.  It is widely accepted that local government can derive significant benefit by exploring similar activities in other environments.  A good example of this, and one that relates closely to the delivery of services using smart cards, is the “contact centre” concept for delivering customer services.  Models from the banking and utility sectors are increasingly being tailored for a local authority context in order to deliver a “one-stop shop” service to the citizen.

Thus, there is merit in investigating a breadth of different card schemes and usages to draw out the common strands.  Initial case study excerpts are listed below.   

The review of implementations does not include local authority schemes in the UK as these are not mature enough to be properly evaluated.  However, from the input of project partners, the lessons learned thus far are implicit.

3.1.1 Hong Kong
 

3.1.1.1 Octopus Card Scheme

Octopus is an electronic payment system using non-personalised contactless smart cards
 trademarked as the "Octopus Card".  It describes itself as offering “a hassle-free way to get around busy Hong Kong”, and “showing the way in creating a cashless society”.


The business case for the card, as it exists now, was not established from the outset.  It has evolved as new operators and service providers have joined the scheme.  The initial case was based upon a change of transit fare medium from magnetic cards to smart cards for three railways, two bus companies and a ferry operator who already shared a common stored value ticket.  

More than 9 million cards are now in circulation with over 7 million transactions processed through Octopus each day, amounting to a total of US$ 2.2 billion a year.  Extending its applications beyond public transport, Octopus can now be used in car-parks, retail, self-services, conferences and exhibitions, leisure facilities, schools and even non-payment uses such as access control.

Recent developments have seen formal arrangements with banks to provide personalised cards that facilitate direct funds transfer into the contactless purse.  The contactless chip is also available in mobile phone covers, watches and key fobs.

3.1.1.2 Hong Kong Government Identity Card
The Hong Kong Government is currently introducing a smart identity card
, with digital thumbprint biometric, as a completely separate implementation to the Octopus Scheme.  The card is free (the cost to the government is estimated at US$400m) and is issued with optional library membership and free PKI certificate for one year.  Driving Licence and e-purse applications are proposed for future years.   

Consideration was given to hosting commercial applications (i.e. Octopus) on the card. The reasons cited for not doing so were:

· Security considerations;

· Public perception issues;

· Management issues.

However, a further factor may well have been the pressure to proceed quickly with the programme of replacement for the old ID Card.

Points of Note:  

· A scheme that started as a non-personalised contactless card payment system now encompasses personally owned multi-application cards;

· A scheme that was initially a non-profit making venture is now a profit making company
;

· Although there is a massive usage of a commercial smart card, the Hong Kong government are paying to issue a second, highly secure, card for identity, PKI and other entitlements. 

3.1.2 Malaysia - MyKad

This is a government instigated programme, initiated in 1999, which uses a powerful multi-application card for:

· ID card with thumbprint biometric;

· PKI for e-commerce transactions;

· E-Payments (including purse);

· Health Information;

· Driving Licence;

· Passport.

Other application areas including the payment of subsidies to farmers are also being piloted.

The motivation behind the programme according to Datuk Azizan Ayob, Director General of the National Registration Department (NRD) is: “In Malaysia, by law, everyone must carry a national identification card once they reach the age of 12.  Then there are driver’s licences, passports and bankcards, so people have too many cards to carry.  We wanted one card that could perform multiple government and private sector applications, improving service to citizens and ensuring security of the information on the card”.  The ubiquity of the card is also seen as a major contributor towards bridging the digital divide between rural and urban areas, which is a priority agenda of the Government.  Malaysia is also keen to be at the forefront of technological advances. 

There are currently 5.7 million cardholders with a target of 20 million (full potential card base) in 2007.  Cards are not compulsory, although they are issued as a matter of course to citizens over the age of twelve who apply for or renew their Identity Card.  The government has introduced a RM20 fine for citizens who do not collect their cards.  Under the Registration Act 1959, an applicant must collect their card within 18 months for those residing in the peninsula (one year for applicants in Sabah and Sarawak).  After the deadline, NRD must dispose of the cards, which cost RM33 each.  It is reported that over 10% of MyKads are not collected monthly, a large potential wastage cost given that the NRD processes an average of 20,000 MyKad daily.  

Points of Note:  

· Questions remain about the low usage of the cash/purse options and PKI application that are available on the card.  Press reports suggest that this is partly due to a lack of public awareness of the multi-application functionality of the card and, particularly in terms of PKI, because of a lack of application deployment across business organisations;

· There is anecdotal evidence that putting an e-certificate on the card and promoting readers that can attach to home computers is attractive to citizens. However, it has been reported that MyKad spends much more money than budgeted on call centre and other support methods in answering questions about web browser configuration and card reader driver installation.

3.1.3 British Universities

There are a number of reasons why University environments lend themselves to the introduction of multi-application smart cards.  Possibly the most fundamental is that, generally, students accept that they will be issued an identification card by their chosen institution.  While the cards will not always be explicitly labelled “ID” (more likely “Registration”, “Enrolment” or “Matriculation”), there is a common primary functionality in that they are used to authenticate cardholders with a multitude of offices within the institution.  In many instances cardholders can also present the card to external agencies to prove entitlement to benefits and concessions.  Thus, many University environments already have a personalised multi-application plastic card.  Over time these have incorporated barcode and magnetic stripe technology (e.g. for library access).  However, the university environment generates a host of others cards for membership and access to services and many of these can be aggregated onto a single electronic chip.  The often “closed” environment of a campus also provides an ideal environment for an electronic payments system to reduce cash handling.

3.1.3.1 Mondex Card Schemes

A number of British universities (Aston, Edinburgh
, Exeter, Nottingham, Sheffield Hallam and York) were early adopters of Mondex (Multos) multi-application cards in the late 1990’s.  All of the schemes were implemented in partnership with UK banks.  The banks were responsible for card production and card value management (e-purse) and the Universities were able to develop other applications that could also run on the card.  A typical mix of applications/services was: 

· Purse: laundry, cafeteria, bar, photo-copy/printing;

· Identification/matriculation;

· Library borrowing;

· Sports Centre Membership;

· Access Control.

Most, if not all, of the Universities reported that their schemes worked well, with a good take up on payments, and were popular with the students.   However, the internal costs of implementation were high and when the banks sought to review their pricing after the initial pilot period (substantially increasing the cost per card), all of the Universities decided to return or move to magnetic/barcode based systems.   Only the University of York, with the York Electronics Centre acting as supplier, have sought to implement an alternative smart card scheme broadly replicating the Mondex card functionality (but without the involvement of a bank). 

3.1.3.2 Other University Schemes

In recent years, a number Universities have introduced smart cards for a variety of different purposes and often with multi-application capability.  However, most have been based upon proprietary systems emerging from single applications such as payment, library borrowing and access control.  In many ways, this is the product of both a market and circumstantial situation that can be directly related to a local authority environment:

· Suppliers have traditionally made a smart card “offering” for a particular market and have only developed a multi-application approach for products associated to the original application (e.g. payment plus loyalty; library membership plus library payments);

· The organisational and budgetary structure of Universities makes it difficult to coordinate a coherent approach to a multi-application smart card implementation across a number of departments and services.

3.1.3.3 Acceptance

While it is generally acknowledged that card acceptance in Universities has been high, there have been reported instances (albeit anecdotal) where the sustainability of a scheme has been jeopardised by a negative reaction to certain applications.  One area has been e-purse, where it is reported that a student body voted to urge its members to stop using cards because it deemed that the failure to re-instate purse values from lost cards, together with having to pay for the cost of the replacement, was overly punitive.  Elsewhere, it has been reported that there has been a negative response from students and staff to the choice of sponsor on the physical card.

SmartCities Project focus group sessions with students in Southampton, who already had experience of using smart cards at the University, suggested that there was strong support for increasing card functionality and using the card more widely (i.e. in the City).  Interestingly, many of their more negative concerns about smart cards related to experiences of using their card in an application environment (e.g. where the service was perceived to be poor or the product was not considered to be value for money).   It was clear that the quality of the service received when using the card related directly to the opinion that they had of the card itself.  Further to this, instances were cited where the chip on the card had failed.  The focus groups were adamant that both the technology must be robust and the process of re-issue efficient, if they were to accept the reliance on a single card for access to many services.  There were also concerns expressed about who should operate a wider multi-application scheme and these are picked up at Section 3.3 below.     

3.1.3.4 The University of Southampton

The University of Southampton made a conscious decision to ensure “ownership” of their smart card by sourcing the card and requiring application system suppliers to work to the University specification.  They introduced a contactless memory card in September 2000, which has since been rolled-out to all staff and students (27,000+).  The bulk of cards issued to new students each year (7,000 – 8,000 in October) are produced by an external bureau.

The card was initially used for registration (ID), library, bus, sport, secure cycle storage and meals entitlement in halls of residence.  Additional functionality added retrospectively includes: Athletic Union membership; access control; car park access and an “Arts Pass” token system for discounted tickets at a theatre and concert hall.  

As part of the SmartCities project, the card also has a level of interoperability with Southampton City Council applications and students can have city library membership on their University card.  Similarly, citizens can use the public bus service operated by the University using cards issued by the city council.  

An e-purse was also piloted in May 2001, but not taken to full implementation because the business justification for the investment was not evident.  There was also feedback from the retail outlets suggesting that the trial payment system was more cumbersome than existing methods. 

The University of Southampton does not make a charge to the students for the initial card.  The sustainability of the scheme is based upon:

· The relative inexpensiveness of the contactless card (in fact, the cost of cards has reduced by over forty percent over the three years of the scheme);

· Low start-up costs for the local card issuing equipment; 

· The flexibility of the card to incorporate new applications retrospectively;

· The simplicity of a number of applications, where the card only carries details of a basic entitlement (i.e. there is a read/register function with the reader);

· Card sponsorship from the private sector;

· Contributions from internal service areas to have their application on the card and to pay for the installation and maintenance of their own equipment;

· The extensive use of the card in on and off-line environments;

· Payment for replacement cards by the cardholder;

· The presumption that the scheme will be able to migrate to a higher capacity card while retaining existing applications.

In terms of evaluation, the business justification has been proved because the cost of deploying cards is no greater than that for the previous magnetic stripe card scheme, although the added value to the cardholder, application providers and institution as a whole is conspicuous.  

Points of Note:  

· There is a general acceptance that campus schemes are functionally efficient and have good card-user acceptance levels;  

· Bank operated e-purse based pilots have not proved sustainable and, in some cases, this has prompted institutions to move away from smart card solutions for access to other services;

· There are similarities in terms of services, transactions and customer relationships between the campus (micro-community) and local authority environments; 

· There are synergies between campus and local authority environments which could be exploited for a coordinated approach to local citizen card implementation;

· The sustainability of a campus card scheme is based upon some fundamental features:

· Universal card ownership; 

· Manageable costs; 

· Suitability for purpose;

· Ongoing revenue streams;

· The flexibility to add value (services and associated income) after the card has been issued.

3.2 What are the Common Factors that make a Card Scheme Work?

From the case examples above and from research into other card deployments, there is evidence to suggest that card schemes are more likely to be successful where the:

a) Scheme is operated in a closed or “controlled” environment;

b) Population base all have a card; 

c) Scheme rules are perceived to be fair;

d) Cardholders understand the concept of the card and its uses; and the benefits of having/using a card are clearly evident;

e) Cardholders value and use their cards; 

f) Application providers have a vested interest in the success of the scheme;

g) Cards are widely accepted (including for basic authentication) and can be used in multiple locations and through different access points;

h) Commercial partners, sponsors, or cardholders through product affiliation, contribute to the cost of the cards/scheme;

i) Cards have enough capacity to host a number of applications, including new applications that become available after the card is issued;

j) Card and card interfaces are reliable;

k) Services accessed/associated with the card are delivered efficiently.

Drawing on the above list, and translating it to a local citizen card environment, the key attributes of a scheme would be:

	Key Attribute
	Detail
	Ref

	Communication
	Communication with users is regular and clear 
	d)

	Accessibility
	Cards are accepted in multiple locations and environments (e.g. PC/on and off-line).
	g)

	Revenue
	The scheme generates operational revenue streams for the scheme provider
	h)

	Deployment
	The target cardholder base is defined and card deployment is universal within that group
	b)

	Scalability
	Cards have adequate capacity to facilitate the loading of new applications and the scheme has the flexibility to bring in new partners
	i)

	Commitment
	Application providers/partners have “bought in” to the scheme
	f), k)

	Habitual Use
	Card usage is an easy, yet necessary, and accepted part of everyday life
	d), e), f)

	Efficiency
	Cards and card systems are reliable and the services associated with card applications are delivered efficiently
	j), k)

	Mutual Benefit
	All stakeholders derive benefit from the success of the scheme 
	d), f), k)

	Equity
	Scheme rules are perceived to be fair
	b), c), d)


  Table 1: Key Attributes of a Multi-Application Card Scheme
Point a) is absent from the table.  To a certain extent, a local authority issued card that would only be used for local authority controlled applications can replicate a closed environment.  However, if the card is opened up to wider commercial use (which may become integral to the business case), then the rules of governance for the scheme will become essential to the retention of “control” of the scheme.

3.3 Who Could Issue Multi-Application Cards with Access to Local Public Services?

There is currently a high level of interest within many organisations in seeing how smart cards might be used to improve the way that their services are delivered.  The availability of affordably priced higher capacity cards also raises the issue of what additional functionality the card might carry.  It has been argued that a local citizen card scheme (i.e. one that provides access to public services) should be initiated by a public or, at least, a “neutral” organisation. This section looks at which organisations, other than local authorities, might be in a position to issue a multi-application card that could deliver access to local public services.  It also assesses whether it would be desirable, feasible and, most importantly, practicable for them to do so. 

3.3.1 Private Companies 

3.3.1.1 Companies that have their own Card Applications 

If a bank, transport operator or retailer were to issue a card with access to government delivered services, issues would include:

· Public perception of motive;

· Potential restrictions of services/conflicts of interest;

· Scheme governance and data security; 

· Branding;

· Use of common standards appropriate to a public sector scheme;

· Personalisation (especially in terms of photographs on the card).

While some take the view that public sector initiation would therefore be preferable, the counter argument is that not all the issues would be overcome and that private companies can deliver services more effectively than the public sector.   Initiatives embodied in the e-government agenda are, of course, trying to change this perception.  Perhaps an equally compelling argument against this option is that, at present, there is little evidence that such organisations would wish to “host” public applications on their cards.  However, this may well change if the number of local schemes increases.

3.3.1.2 Specialist Private Companies

The same set of issues would apply if a private company were to operate a scheme through a contract with a local authority (or group of authorities) and, conceivably, other commercial partners.  While there are already providers who can deliver bureau and card management/help desk services, again, the business proposition for delivering a “whole scheme” is underdeveloped.  Further to the issues raised above, operational factors relating to scheme ownership and the separation of responsibility would also need to be addressed.

3.3.2 Central Government  

It is conceivable that Central Government could issue a citizen card through the implementation of a lead application such as Driving Licence or Passport.  However, as current debate over the possible delivery of entitlement cards suggests, there are significant concerns over security and the separation of responsibility in terms of how the card could be managed for local and commercial applications.   

Interestingly, there is a strong argument to suggest that local authorities are well placed to use existing infrastructures to deliver national applications such as those mentioned above.  Indeed, if this logic is accepted, the likely savings achieved by rationalising the central government provision would make a compelling business argument for introducing local authority issued multi-application cards.  

While the latter point merits further consideration elsewhere in the emerging business case, the likely timescale for the implementation of central government issued smart card applications is well beyond that of what can be achieved at a local level. 

3.3.3 Partnership/Joint Venture/Special Purpose Vehicle

While local authority scheme management might provide the best option for some, it is also reasonable to suggest that other local authorities might not have the inclination or resources to deliver an open multi-application scheme.  

There is a range of possible and sometimes interdependent solutions that can address many of the above issues.  Central to these are partnership and joint venture options that may incorporate a citizen card scheme being delivered by a “neutral” third party organisation.  Similarly, the creation of a Special Purpose Vehicle (SPV) might limit the contingent liability of the local authority (or group of local authorities) while enabling them to set and, to some extent, control the regulatory framework within which the scheme would operate.  It might also be used for joint procurement of products and services.

The options relating to scheme configuration are investigated in WP8-07 Corporate Structures Report
.  

4 The Drivers for a Local Authority Instigated Multi-Application Smart Card 

This section identifies many of the strategic drivers for the introduction of multi-application cards within a local community.  While these are put under specific headings, there are areas of overlap.  

4.1 Political Drivers

· European Government Policy – The e-Europe Smart Card Charter
 highlights the desire of the European Commission to utilise smart card technology as a citizen enabler.  This encompasses the requirement for member states: 

· To progress strategies for the implementation of the technology; 

· To contribute to development of common standards and infrastructures that can facilitate both cross border interoperability and the delivery of pan-European e-government services to citizens and enterprises
.
· Central Government Policy – The National Smart Card Project is evidence in itself that UK central government is looking to investigate the potential benefits of multi-application smart card technology and the practicality of implementing schemes at a local level.  This is further emphasised by the view of the Office of the e-Envoy:  “Smart cards can greatly enhance the achievement of key e-Government objectives, namely, increasing the take-up of online services and allowing citizens secure access to public services at a time and place of their choosing.  As an enabling technology straddling many platforms, a smart card scheme may act as a catalyst for cooperative working and ultimately joined-up government” 
. 

· Local Authority Strategy for the Delivery of Services at a Local Level – All local authorities are required to develop a strategy for electronic government/citizen empowerment (making it easier for the citizen and LA to interact).    There is particular interest in determining how best to provide secure and easy access to services such as information/payment/voting over the Internet using PC/ kiosk/ Digital TV.  Allied to this is the strategy for the integration of service delivery – facilitating common access points for a number of services and improving cohesion between internal departments.  

· Local Authority Strategy for the Delivery of Services at a Regional Level – The public perception of “regional identity”, the physical location of facilities, regional demographics and public health provision, all have a potential conflict with the delivery of services based on geographical local authority boundaries.  Local authorities are therefore looking for partnership opportunities for greater co-ordination of activities in areas such as:
· Access to facilities and services;

· Cross boundary transit schemes;

· Economies of scale in developing a common infrastructure for the delivery of e-government services to citizens. 
· Local Authority Strategy for the Delivery of Services in Rural Areas – Local authorities are seeking to address the issues such as:
· Information deprivation;
· Access to transport;
· The relationships between poverty and isolation;
· Access to services on and off-line (e.g. through mobile service units). 
· Public Expectation – there is increasing evidence that citizens expect local authorities to make interaction more accessible (closely linked with the increasing public demand for improved service delivery).
· Local Authority Strategy for Social Inclusion - See “Social Inclusion Objectives” in Section 4.2 below.  

· Local Authority Strategy for the Reduction of Fraud – Local authorities are looking for mechanisms to combat fraudulent activity across services and entitlements.  Central to this are measures to combat identity fraud and the introduction of robust authentication procedures.
· Local Authority Strategy for Achieving Cost Savings across Departmental Services - based on identifiable savings that can be achieved by using electronic interfaces to "strip out" bureaucratic paper based processes and duplication of effort.  It must also be emphasised that local authorities already issue a large number of cards and “tokens” to employees, licence holders (e.g. taxi drivers, door staff, market traders) and citizen membership schemes.  There is considerable scope to both:

· Rationalise the production of cards into a central process;
· Consolidate a number of card functions onto an electronic card.      

4.2 Social Drivers

· Social Inclusion Objectives – 

· Increasing the take up of concessionary rates for services;

· Increasing the take up of welfare benefits by retaining accurate information about eligibility; 

· Reducing the stigma associated with claiming benefits and concessionary rates;

· Giving service providers the information they need to target their services to groups with a low take up;

· Facilitating a 'Whole Authority' approach to direct services, tackling barriers to social cohesion;

· Providing easier access to information and services to all citizens, and focusing upon those in the community who have the greatest needs;

· Helping citizens to be confident in the use of technology and the learning resources it will unlock;

· Increasing citizen affiliation and involvement in local activity.

· Improving the School Environment –

· Tackling truancy through time and attendance monitoring; 

· Improving security through access control; 

· Reducing theft and bullying by the introduction of cashless payment systems; 

· Improving information confidentiality (e.g. removing the stigma of vouchers for recipients of free school lunches);

· Promoting positive behavioural change by loyalty and reward (e.g. rewards for healthy eating).

· Improving Citizen Convenience – 

· Increasing awareness and ease of access to services;

· Introducing electronic payment at unattended pay stations to avoid the need for coins and overpayment;

· Automating user profiles at electronic points of access (to facilitate, for example, the visually impaired or those citizens who do not have English as a first language).

· Promoting positive behavioural change by loyalty and reward – in areas such as:
· Recycling;
· Community safety;
· Neighbourhood watch;
· Traffic Management (especially peak hour commuting);
· Lifelong learning.
· Improving the Delivery of Health and Social Services – in areas such as:
· Electronic prescriptions;
· Portable patient information (including allergies);
· Appointment booking;
· Record of medication;
· Visit verification/logging.
4.3 Commercial Drivers 

4.3.1 From a Local Authority Perspective

· New Sources of Revenue that Contribute to the Improvement of Public Services- including: 

· Marketing Information;

· Advertising;

· Sponsorship;

· Direct funding;

· Partnerships.

· Promoting Tourism and Increasing Visitor Attendance – 
· Remote ticket sales (attractions and events);

· Joint ticket packaging (including transport);

· Improved access to local information (e.g. language sensitive);

· User profiling.

· Developing Local Partnerships – for beneficial relationships beyond explicit card use. 
· Sharing Risk Through Partnership
· Cost Savings from the Electronic Delivery of Services – Both in terms of transaction time and the provision of information. 

4.3.2 From A Private Sector Perspective 

The commercial drivers for multi-application cards have been tested in W6-01 and WP6-02.  It is surmised that, as card deployment becomes more widespread, specific industries will become more responsive to the potential benefits of putting their own application onto a locally issued multi-application citizen card.  

· For some sectors there is already an established case for introducing the technology.  For example, contactless smart card technology is becoming increasingly utilised in the transport sector.  The benefits include:

· Improved loading times;

· Improved data on usage;

· Reduced cash handling;

· Reduced fraud;

· Improved ticket issue times (e.g. by introducing more self-issue ticket systems);

· Improved interoperability arrangements between services;

· Reduced ticketing and maintenance costs of ticket machines;

· Greater management information and market intelligence;

· The introduction of new products, including product linking such as park and ride. 

· There are other areas, such as membership and loyalty, where chip card technology offers a platform to enhance services delivered by existing cards;

· For other sectors, the attractiveness of a citizen card is increased with large deployments and especially where the cardholder base includes target markets;

· The promotion of tourism (identified at 4.3.1) also has a strong impact on the economic development within a locality where Small and Medium Enterprises (SME’s) are heavily dependent upon the tourist industry.  

4.4 Other Strategic Drivers

· Building an Infrastructure for the Future – There is often a great deal of trepidation relating to the importance of "future proofing" investment in information technology.   Organisations require strategies that have the flexibility to adapt to change at minimum additional cost.  Similarly, they require solutions that are scalable and enable phasing (i.e. spreading the cost and minimising the risk);
· Linking Access to Public Services – the card can become a common platform for access to other services, such as health, that are outside local authority responsibility;  
· Management Information - card schemes offer many layers of management information, including the possibility of integrated usage analysis between different services.  However, there are clear benefits for utilising usage data even at single application level.  

· Building Links with and within Education - The Central Government sponsored Connexions card
 is an example of how a card might be used to support relationships with young people in terms of their careers and continuing education.  Other linkages can be developed in terms of learning accounts where the card might hold, or provide access to, data on the cardholder’s qualifications or course accreditations.  The areas that this covers are:   

· Schools;

· Further/Higher Education;
· Adult Education (Life-long learning).
A common approach could also facilitate linkages between the education sectors.
· Flexibility – dependant on how a multi-application scheme is implemented, there are potential benefits for the scheme provider and other stakeholders:

· The Scheme Provider has the opportunity to introduce new applications onto an existing card;

· Application Providers can join the scheme with an infrastructure already in place;

· Cardholders have the opportunity to access additional services without protracted (repetitive) application procedures. 

· Image Enhancement – smart cards are currently perceived to be at the "cutting edge" of technology.  Organisations can achieve an amount of "cachet" for introducing a scheme.  Indeed, with card usage becoming more prevalent, it follows that organisations not using the technology will be seen as laggards (i.e. inactivity will lead to a negative image).

· Reliability - chip card technology has a high level of reliability compared to other portable devices
.  It also offers transaction security and far reaching opportunities for data collection and audit;

· Horizon for Investment and the System Replacement Cycle - the integration of different cards issued by a single authority is often cited as a reason for introducing multi-application card schemes.  Taking this to a more strategic level, it should be recognised that existing systems will have a natural lifecycle.  Tangible costs of initiating a multi-application scheme can be offset against the cost of renewing and upgrading existing systems. 

5 Listing of Possible Applications, Services and Uses

The following Tables (2 to 5), though not exhaustive, list many of the applications, services and uses that could utilise a locally issued “personalised” multi-application smart card.

They are categorised into four areas: 

· Within Local Authority Control;

· Other Local Public Sector;

· National Public Sector;

· Private Sector.

This categorisation will help to frame how the Business Case might be developed from a local authority perspective (Section 6).  The specific costs and benefits associated with a local authority implementation are covered in WP2-04 and WP2-03. 

	Local Authority Produced Cards
	Applications, SeRVICES AND USES

	Within Local Authority Control

	Employee 
	Visual/electronic ID

	Employee 
	Access control/attendance

	Employee 
	Parking

	Employee 
	Closed electronic purse

	Employee 
	Record of competencies (qualifications)

	School 
	Attendance and access control

	School 
	Catering

	School 
	Reward

	School
	School library

	School
	Photocopier control

	Education
	Adult Education/Life-Long Learning

	Licencing
	Taxi

	Licencing
	Door staff registration

	Licencing
	Market traders

	Citizen 
	Local Authority leisure

	Citizen
	Local Authority library (including mobile services)

	Citizen
	Other Local Authority services (e.g. activity mailing lists)

	Citizen 
	Visual ID

	Citizen
	Single sign on/access/citizen account (PKI/Electronic Authentication)

	Citizen 
	Financial transaction (both ways)

	Citizen 
	Voting/Surveys (electronic authentication)

	Citizen 
	Electronic purse

	Citizen
	Local payment token (including Parking)

	Citizen
	Loyalty/reward programmes (inc. incentives for behavioural change)

	Citizen
	Local benefits/entitlements (inc on street resident parking)

	Citizen 
	Preferences (e.g. for kiosk)

	Citizen
	Proof of age

	Citizen – Entitlement
	Concessionary transport

	Citizen - Education/Skills
	Record of competencies (Qualifications)/Life-long learning

	Citizen - Social Services
	Community transport

	Citizen - Social Services
	Domiciliary Services front end for billing and time sheeting

	Citizen - Housing
	Rent payment – identification and account number

	Citizen - Environment
	Recycling and/or civic amenity site 

	Citizen - Community Safety
	Neighbourhood watch

	Tourism 
	Visitor access

	Tourism 
	Event access

	Tourism 
	Discounts

	Transport
	Tolls/charges

	Transport
	On and off street parking


Table 2: List of Applications, Services and Uses: Within Local Authority Control

	Local Authority Produced Cards
	Applications, SeRVICES AND USES

	Other Local Public Sector

	Health 
	Prescription

	Health 
	Emergency medical

	Health 
	Appointment booking

	Health 
	Tracking (date of medication etc)

	Health
	Mobile Services

	Education 
	Student ID

	Education 
	Access to campus facilities (including types of application above)

	Education
	Records of Competencies (qualifications)


Table 3: List of Applications, Services and Uses: Other Local Public Sector

	Local Authority Produced Cards
	Applications, SeRVICES AND USES

	National Public Sector

	Home Office
	Passport

	Home Office
	Biometric

	Home Office
	Identity/entitlement

	DVLA
	Driving licence/penalty points

	DVLA
	Log book/MOT/tachograph

	DfT (ITSO)
	National transport ticketing

	DoH
	Number/record storage/access

	DfES
	Youth Card (Connexions)

	DfES
	Life Long Learning

	Others
	Benefits/Entitlements


Table 4: List of Applications, Services and Uses: National Public Sector

	Local Authority Produced Cards
	Applications, SeRVICES AND USES

	Private Sector
	

	Employee 
	Visual/electronic ID

	Employee 
	Access control/attendance

	Employee 
	Parking

	Employee 
	Closed electronic purse

	Employee 
	Record of competencies (qualifications)

	Transport
	Ferry

	Transport
	Rail

	Transport
	Bus

	Transport
	Underground

	Transport
	Trams

	Transport
	Taxis

	Transport
	Toll Bridge

	Transport
	Toll Roads

	Transport
	Parking – off street privately owned car parks (inc “Park and Ride”)

	Transport
	Parking – corporate

	Financial
	E-purse/e-payment

	Telecoms
	Phone cards 

	Telecoms
	Conditional access to digital television channels

	Retail
	Loyalty/Reward

	Retail
	Tourism

	Retail
	Membership

	Retail
	Vending

	Retail
	Gambling/Gaming

	Retail
	Proof of age

	Retail
	Identity


Table 5: List of Applications, Services and Uses: Private Sector
6 Building the Business Case

The above sections show that:

· Card technology can be an effective mechanism for improving the delivery of a number of different services;

· There are significant drivers for the introduction of the technology in a local authority environment;

· There is considerable scope; both internally and through local partnership, in terms of the number of applications that could be introduced on a local authority instigated multi-application smart card.

This section seeks to outline how the justification for a scheme might be approached.

6.1    Making the Case for Change 

6.1.1 Business Improvement

It should be stated at the outset that the greatest benefits (both in terms of savings and improved service) that will be achieved from the introduction of smart cards, and particularly multi-application card schemes, will come from business process change.  Card schemes provide a catalyst for the re-engineering of how services are delivered using technology, based on an understanding of the potential changes in consumption habits that the technology can foster.  For local authorities, this is wholly congruous with the requirement to deliver services electronically by 2005, but also impacts further into the future in areas such as digital identity and the need for secure authentication.  

In some situations where a card proposition is considered, it may well prove that it is not a practical solution.  However, the process of evaluating the delivery of the service may have value in itself with linkages to other service areas established for the future.

6.1.2 Capitalising on Existing Investment

In broad terms, local government already has, or is rapidly introducing, an infrastructure upon which smart card technology can reside (e.g. improved networks; messaging and CRM capability; customer service modules).  Typically this has been, or is being, achieved by a centralised co-ordination and integration of the requirements of disparate customer facing services.  It can reasonably be argued that smart cards can act as an identity token that assists in joining together different systems and, as the basic infrastructure is available, they can be introduced at a marginal additional cost.  This is an important point as it not only contributes to the business justification for investment, but also provides a coherent starting position for the strategic integration of a smart card scheme.

6.1.3   Rationalising the Existing Provision of Cards

Local authorities have long been issuing a variety of tokens (plastic and paper) for access to different services.  If they consider how savings can be generated through rationalisation, then the use of a single identity/access token that provided access to a number of services will be of interest.  It is possible that the only viable option currently available to fully achieve this rationalisation is a multi-application smart card.

The next stage is to see how different cards/tokens can be integrated together.  At a basic level a card/token may simply authenticate the holder’s affiliation to a service or facility (e.g. a registration card).  At another level it might identify the status of the relationship (e.g. membership level).  At a further level it might include a device that could be read electronically (e.g. barcode or magnetic stripe).  The collapsing together of cards/tokens has been commonplace in environments such as educational campuses and, to some extent, for access to local authority services (e.g. a single library and leisure card).

The benefit of a smart card is that it can replicate all of the characteristics of a plastic or paper card while also providing a store of separated information about the cardholder’s relationship with different service providers.  As long as any previous requirement for a visual logo for each service can be overcome, a smart card becomes a suitable solution to replace a number of cards.

6.1.4 Adding Value

Thus, an initial or pilot smart card scheme might simply involve the consolidation of cards and back office issuance systems already in place within a local authority.  However, while such an implementation might be warranted by its incorporation into the system replacement lifecycle and by the rationalisation of the provision itself, the consolidation of existing card services might not stand-up to financial scrutiny.   This is primarily because, over and above the cost of readers, smart cards are significantly more expensive than the cards they will replace.  However, if a truly multi- application card can offer tangible additional benefits to the provider and the service user, the investment decision will be based upon different criteria.  The case example below (Table 6.) shows this.  
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Table 6: Case Example - Library

The recognition of added value is crucial to the business case for multi-application smart cards.  The example in Table 6 identifies an electronic payments system as being a major driver for a library to “go smart”.  However, the library would not necessarily want to develop and operate its own electronic payments application.  The use of a common payments application on all cards is a more attractive proposition, as is the fact that the card itself is issued and managed by someone else.   Similarly, a card based loyalty/reward scheme might prove an innovative new way to promote a service.  Clearly, these “whole scheme” elements can add significant value at application level.

6.1.4.1 Schools

The concept of added value is best seen in secondary schools where the initial driver for cards is often to introduce cashless catering.  This benefits both the caterer and school in terms of the reduction of cash handling, but has also been proved to reduce bullying (in relation to money) and the stigmatisation associated with free meals for the economically disadvantaged.  Parents are also supportive of a scheme that ensures that dinner money can only be used at the school cafeteria.  Over and above the advantages of cash replacement, card reward schemes have been developed to give incentives for healthy eating and good behaviour.  Schools can also use cards for logging pupil attendance (which in some instances has also been linked to reward points) and for external and internal access control.  Schools have also used cards for access to their library facilities.  Finally, there are schemes where pupil’s cards also carry electronic bus tickets for their journey to and from school and proposals to introduce card access to secure cycle areas on the school site.

The recognition of the benefits of using smart cards in secondary schools has seen a significant increase in deployment activity over the past few years.  Private catering suppliers are beginning to develop their own card schemes and the cashless environment is becoming a real consideration in letting contracts for the catering provision in schools.  If local authorities wish to include school deployments within wider citizen smart card schemes, they will need to engage with this sector quickly to ensure that:

· There is no conflict with other proposals;

· Developments can take place through partnership agreements;

· Wider opportunities for card use within and outside of schools are fully understood and maximised;

· Technical compatibility can be assured.  

6.1.4.2 Benefiting the Citizen

The concept of “added value” also extends to the cardholder.  The consolidation of many cards onto a single card reduces what has become known as “wallet bulge”.  However, there are other benefits of having access to a number of services on a single card and there is evidence that the common facilities such as e-purse/payment and loyalty/reward points are/would be valued by citizens.  Citizen consultation exercises have suggested that the value of electronic purse/payment is particularly recognised for use for unattended transactions such as car parking meters.   As indicated through many of the drivers at Section 3, the citizen may also derive considerable benefit from using the card as a portable authentication device for access to local authority services.  

It is important to recognise that the most critical success factor for a multi-application scheme will be the “acceptance” from the citizen that the card is worthwhile.  Quite apart from the, now perennial, association that smart cards are ID cards designed for “big brother” type citizen control and monitoring, the lack of awareness of the potential benefits of having a card is an even more fundamental hurdle that must be overcome.

The parallel with the e-government agenda should not be lost here.  The targets for electronic service delivery are a requirement of central government – they are not necessarily “demand led” by a large proportion of the public.  It is expected that the return on investment will be realised over future years and smart cards may well play an integral part in ensuring take-up.  However, for a multi-application card scheme to be sustainable in its own right, card take-up and usage must be immediate.  

It is vital, therefore, to understand what citizens want and, equally important, to educate them about what is possible.  Building on citizen consultation work undertaken over the course of the NSCP, WP2-05 summarises where citizens perceive that they will get value from a local smart card scheme.

6.2 The Card as Commercial Commodity

It is suggested that the long-term sustainability of a local authority multi-application scheme will be dependent upon financial flows coming into a central fund from uses outside of local authority control.  An indication of possible uses is shown in Tables 3, 4 and 5 in Section 5.  A large card deployment will also create a relationship with cardholders that might prove attractive to the commercial sector.  WP6-01 looks at the possibilities and extent to which the involvement of the private sector might contribute to the operation of the scheme in the longer term.  It 
investigates where card schemes might secure revenue in areas including:

· Application led revenue streams (e.g. transaction charges); 

· The exploitation of the cardholder base for commercial uses (marketing).

· The use of market intelligence generated from card usage

· Non-core card activity (e.g. Disposable cards for tourism, special cards for promotion);

· Branding;

· Advertising; 

· Sponsorship.

Equally importantly, the WP6-01 identifies where such revenue streams might be difficult to pursue in light of issues such as trust and personal privacy. The results are reviewed in WP2-05 and included in the Financial Model (WP2-03). 

7 How Schemes Might Evolve

The initiation of the National Smart Card Project (and a similar initiative in Scotland) demonstrates that there is considerable interest in smart card technology and in multi-application schemes in particular.  The “barriers” highlighted at Section 2.3 notwithstanding, more schemes are likely to materialise over the coming years.   Indeed, the outputs from the National Smart Card Project will go some way to providing both a greater clarity of understanding and an improved proposition for decision makers in local government.

However, as suggested above, the main difficulty in trying to establish a generic business case for a local authority instigated multi-application smart card scheme is the matrix of different circumstances and priorities that come into play.   Foremost amongst these is that the approach adopted will continue to be restricted by the availability of resources to initiate a scheme.  Even if there is a possibility of “seed funding” being available from external sources, it is highly unlikely that a “big bang
” implementation will be feasible at a local authority level.

The approach presented below attempts to simplify these complexities by looking at the introduction of the technology at the least complicated level and moving, incrementally, towards a mature open multi-application, multi-partner scheme.  

7.1 Minimising Risk – Maximising Opportunity 

7.1.1 “Entry Level”

Local authorities are, by their nature, risk averse.  If smart cards represent only a conceptual business proposition, involving a multiplicity of partners and a number of intangibles relating to standards and interoperability rules, it is unlikely that decision makers will be persuaded to invest resources in the technology.  However, if the deployment of multi-application cards can be justified at an elemental level, then local schemes can be proposed for a relatively low cost and low risk deployment. 

While existing local authority schemes are in relative infancy, there is a strong knowledge base in terms of the implementation.  Thus, the “entry level” approach allows “starter” authorities to benefit from lessons already learned and to position themselves as early adopters of the technology.  In terms of strategy, it also enables them to distil the experience of others to consider what developments can be phased into the scheme at a later date (i.e. to “future proof” the scheme).  

Similarly, this approach does not detract from a focus on the major drivers that an individual local authority might have for introducing a scheme.  If, for instance, cross-boundary access to services was central to the local business case, then this could be introduced as the part of the initial implementation.   Furthermore, there is no reason that strategic regional partnerships could not adopt the same approach as an individual local authority. 

7.1.2 Migration Path

In terms of the more expansive multi-application card model, an important factor in the strategic design of an “entry level” scheme will be the facility to “scale-up” or incorporate other applications and/or partners at a later date.  This is considered in detail in WP2-05.

The strategic approach adopted by local authorities will be determined by their own circumstances (e.g. population size, demographic and socio-economic profiles, services provided, political agenda etc).  However, there are clear areas of commonality and, given the arguments outlined in Section 6, it is likely that the first “applications” that will be considered are those that are within local authority control.  

7.1.2.1 “Future Proofing” the Scheme

Table 7 is an indicative diagrammatic representation of how schemes might evolve.  The basic assumption is that there is a relatively low cost “entry level” that can be “future proofed”, and scaled up through a migration process.  Underpinning this approach is the availability of an affordable card management system that can accommodate substantial functionality from the time of issue and additional functionality in the future.  

It is evident that current market trends (i.e. increased product availability at reducing cost) are making this approach viable.  Furthermore, WP9 of the National Smart Card Project has developed cardholder management applications, on-card java applets and specifications that should present local authorities with a cost effective non-proprietary solution for use on their own multi-application scheme.

7.1.2.2 Framework

The approach taken in this section also limits the amount of risk associated with the absence of a formal “framework” for the delivery on multi-application schemes.  The Route-Map Overview (WP3-10) also helps to show where other factors might impact over time.  
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Table 7: Environment Diagram 
7.2 Strategic Approach

7.2.1 Long-term Buy-in 

As stated above, the business model cannot provide a strategic implementation plan for individual authorities.   This will be shaped by local circumstances and dependent upon involvement in any partnerships or consortia.  However, the identification of an “entry level” which encompasses those applications, uses and services that are within the control of the local authority should not detract from the necessity to establish long term objectives at the earliest opportunity. 

Similarly, given the potentially far ranging impact of a multi-application scheme, it is difficult to conceive that a sustainable long-term scheme can be initiated without the integration of a citizen card strategy within the policy and corporate framework of a local authority.  As already suggested, an association with e-government implementation, which may have already established the cross-divisional relationships and understanding that is required, might facilitate this.

7.2.2 Short-term Delivery

While it is vital for the long-term sustainability of a multi-application scheme that all interested parties are engaged at an early stage, this can cause difficulty in terms of prioritisation and dependency between applications.  Indeed, a number of card schemes within the public and transport sectors in the UK have stalled because of problems with individual applications.  Similarly, many local card schemes have been implemented through pilots targeted at a relatively small population.  The logic is that such pilots limit risk and, when the objectives have been proved, the scheme can be scaled up to encompass all potential users.  However, this is often a slow and inconclusive process as the pilots rarely achieve a “critical mass” to prove the multi-application benefits of the card.  Although these might be seen as local implementation problems, the approach adopted can have a fundamental effect on the realisation/justification of the overall business case.  

7.2.2.1 A Dynamic Approach

An alternative approach, and one that has recently been adopted in Sheffield, is to roll out a large quantity of cards from the outset of the scheme - then introduce new functionality as more applications become available.  In many ways, this capitalises on the intrinsic benefits of the technology.  It is also a powerful statement of intent to cardholders and potential application providers alike, creating a dynamic environment where there is a strong incentive for further development to take place.  Furthermore, if the volume deployment of the card is incorporated into a local authority communication strategy aimed at raising awareness on local services (e.g. with the introduction of a “contact centre” or “one-stop shop”), then considerable cost savings could be achieved.

7.3 The Role of Central Government

Central Government has a number of key influences on how local authority instigated multi-application smart card schemes might evolve:

7.3.1 The Definition and Regulation of a Framework within which Schemes will Operate

This might include adopting outputs of the National Smart Card Project and is likely to include the specifications produced by ITSO and, in the future, LASSeO.

7.3.2 Policies decisions relating to how smart cards deployment will support Government Strategy

In the same way that local government is looking at how best to utilise new technology to benefit citizens, central government has an opportunity to determine a cohesive national level approach.  Decisions on the following will impact on the extent and speed at which card schemes are introduced:

· Whether national card applications can/will/must be delivered at a local level;

· The development an infrastructure within in which all schemes would operate;

· The provision additional funding to support wider deployment of smart cards at local level. 

8  Developing the Appropriate Financial Models

8.1 Approach

Developing the approach outlined in this document, WP2-04 focuses on the set-up costs of implementing a scheme at a local level (with a typical application mix), namely:

· Library;

· Leisure;

· Schools;

· Authentication (including electronic authentication);

· Concessionary Transport.  

It also looks at the comparative costs for outsourcing elements of the scheme.

WP2-03 further develops the approach in the form of a financial model by introducing additional operational costs and revenues, including those from commercial relationships within local/regional schemes.  

8.2 Overview of Costs, Savings, Benefits and Revenues

One of the principal difficulties in constructing a business model for a multi-application citizen card is how far it is possible to attribute the savings and service improvements to the central scheme while, at the same time, seeking to apportion system development costs to the application providers.  

This is shown by the example of physical access control where smart cards offer a more efficient mechanism than other card or PIN alternatives.  Indeed, they also provide options in terms of levels of security through encryption or even biometrics on the chip.  Thus, the business driver for using smart cards for managing physical access is defined by the organisation’s security policy and cost of implementation should be borne by those responsible for implementing that policy.

WP6-01 deals with Commercial Applications where there is a clear demarcation point between partnership/collaboration and private companies being subsidised by the public purse.  Ideally, it would also be the case with internal service areas that had a business driver to adopt a card solution.  However, a number of other factors are present.  The essence of a multi-application scheme is that the combination of separate, and sometimes complementary, card functions can provide a card of considerable value for the user.  It is therefore necessary to consider the core “application set” on the card that will achieve both a critical mass of users and significant usage.  In terms of local authority services, this might mean that the implementation plan needs to provide “seed funding” in order to persuade potential service providers to adopt the card at the most beneficial time for the scheme.

The financial model (WP2-03) address the inclusive costs of implementing and administering a central card scheme together with the cost of developing interfaces with those local authority applications, services and uses that will become an integral part of the scheme.  Where appropriate, the latter are identified separately so that they can be disaggregated by those who may not decide to include them in a local scheme.  

An analysis of savings and benefits, including an approach to the quantification of “soft benefits” is included at WP2-05.

9 Appendix 1 – National Smart Card Project Glossary

	This Glossary is intended to help readers to understand terms used in the National Smart Card Project publications.  The primarily purpose is to be useful in this context rather than a precise set of definitions.    

	Numeric
	

	3G - 
	Third generation mobile telecommunications technology 

	A 
	

	ActiveX - 
	A loosely defined set of object-oriented programming technologies and tools developed by Microsoft. The main technology is the Component Object Model (COM).  ActiveX is Microsoft's answer to the Java technology from Sun Microsystems.

	Algorithm - 
	A sequence of steps used to perform a mathematical operation 

	ANSI -
	American National Standards Institute: Standardisation coordination body for the USA

	API - 
	Application Programming Interface: A set of routines, protocols (q.v.), and tools for building software applications (q.v.)

	Applet - 
	A program designed to be executed from within another application (q.v.). Unlike an application, applets cannot be executed directly from the operating system. On the Web, an applet is a small program that can be sent along with a Web page to a user. Java applets can perform simple tasks without having to send a user request back to the server. 

	Application - 
	A piece of software that performs business functions.  It can reside on a smart card (q.v.)

	Archiving - 
	Copying data onto a backup storage device  

	ASN.1 - 
	Abstract Syntax Notation One: A language that defines the way data is sent across dissimilar communication systems

	Asymmetric Cryptography - 
	Cryptography (q.v.) using a Public Key/Private Key (q.v.) combination

	Authentication - 
	A security process that verifies that a person seeking to use an application (q.v.) on a smart card (q.v.) is the person who is entitled to use it for the purpose intended

	B 
	

	Biometrics - 
	Biological authentication mechanism such as a fingerprint, iris, voice, facial dimensions

	BIOS - 
	Basic Input Output System: Built-in software that determines what a computer can do without accessing programmes from a disk

	bit - 
	Binary digit: The smallest unit of information on a machine. A single bit can hold only one of two values: 0 or 1. The term was first used in 1949

	Block - 
	Action taken by an issuer to prevent the use of a card, or a particular application on a chip card

	Bluetooth - 
	A short-range radio technology aimed at simplifying communications among Internet (q.v.) devices and between devices and the Internet 

	BSI - 
	British Standards Institute: National Standards body for the UK responsible for facilitating, drafting, publishing and marketing British Standards

	C 
	

	C++ - 
	One of the most popular high-level programming language for graphical applications 

	CA - 
	Certificate Authority q.v.

	Card-to-card - 
	Transaction to transfer something (usually money) from one card to another

	CAT - 
	Cardholder Activated Terminal: A terminal that dispenses a product or service 

	
	

	CCID - 
	Chip Card Interface Device: USB (q.v.) devices that interface with or act as interfaces with chip cards and smart cards

	CDMA - 
	Code Division Multiple Access: A generic term that describes the technology on which a wireless air interface is based 

	CD-ROM - 
	Compact Disc - Read Only Memory:  A type of optical disk capable of storing large amounts of data. Once stamped by the vendor, they cannot be erased and filled with new data

	CEN - 
	Comité Européen de Normalisation (European Committee for Standardisation): The only recognised European organisation for the planning, drafting and adoption of European Standards, except for electrotechnology (see CENELEC q.v.) and telecommunications (see ETSI q.v.)

	CEN/ISSS - 
	Information Society Standardisation System:  Provides market players with a comprehensive and integrated range of standardisation services and products, in order to contribute to the success of the Information Society in Europe

	CENELEC - 
	The European organisation for the planning, drafting and adoption of European Standards for electrotechnology 

	CEPS - 
	Common Electronic Purse Specifications: Define requirements for all components needed by an organisation to implement a globally interoperable electronic purse programme, while maintaining full accountability and auditability

	Certificate Authority
	A certificate authority (CA) is an authority in a network that issues and manages security credentials and public keys for message encryption. As part of a public key infrastructure (PKI), a CA checks with a registration authority (RA) to verify information provided by the requestor of a digital certificate. If the RA verifies the requestor's information, the CA can then issue a certificate

	CESG - 
	Communications-Electronics Security Group: The Information Assurance arm of the UK’s Government Communications Headquarters (GCHQ)

	Cipher Text - 
	Text that has been encrypted (q.v. encryption)

	CIPS - 
	Chartered Institute of Purchasing and Supply: Private international education and qualification body representing purchasing and supply chain professionals

	CMS - 
	Card Management System

	Contact interface - 
	A means for allowing the exchange of data between a smart card and a reader that requires the card to be in physical contact with the reader

	Contactless interface - 
	A means for allowing the exchange of data between a smart card and a reader without any physical contact between the card and the reader

	CRM - 
	Customer Relationship Management

	Cryptogram - 
	Enables chip data exchange in a secure manner 

	Cryptographic Key - 
	Used to encrypt or decrypt a message 

	Cryptography - 
	The relationship between plain text and cipher text (q.v.) that prevents anyone other than the intended recipient from reading the information

	CVM - 
	Cardholder Verification Method: The means to verify the authenticity of a cardholder 

	CWA
	CEN Workshop Agreement: Published European consensus arising from CEN/ISSS workshops

	Cyberspace - 
	Networked computers/the Internet (q.v.) 

	D 
	

	Decryption - 
	The procedure used in cryptography (q.v.) for converting cipher text (q.v.) to plain text 

	DES - 
	Data Encryption Standard: A popular encryption (q.v.) method developed in 1975 and standardized by ANSI (q.v.) in 1981

	DfES - 
	(Government) Department for Education and Science (UK)

	Digital Certificate - 
	An electronic "credit card" that establishes your credentials when doing business or other transactions on the Internet (q.v.). It is issued by a Certificate Authority (q.v.) 

	Digital ID - 
	Another name for a Digital Certificate (q.v.) 

	Digital Key - 
	Strings of unique bits (q.v.) that allow messages to be scrambled and unscrambled 

	Digital Signature - 
	A digital code that can be attached to an electronically transmitted message that uniquely identifies the sender

	DPA - 
	Data Protection Act 1998 (UK)

	Dual interface card - 
	A smart card (q.v.) having both a contact (q.v.) and a contactless (q.v.) interface; see distinction with Hybrid card (q.v.)

	E 
	

	e-cash - 
	Electronic cash: Cash stored electronically and readily exchanged into monetary value 

	ECML - 
	Electronic Commerce Modelling Language: A universal format for online commerce Web sites that contains customer information that is used for purchases made online, formatted through the use of XML (q.v.) tags (q.v.)

	e-Commerce -  
	Electronic commerce: Transactions that are conducted over an electronic network, where the purchaser and merchant are not at the same physical location

	eESC - 
	The eEurope Smart Card initiative: Launched by the European Commission in 1999 to accelerate and harmonise the development of smart cards across Europe

	EFTPOS - 
	Electronic Fund Transfer at Point Of Sale: Usually a terminal 

	Electronic Wallet - 
	Software that stores information about a cardholders cards. Usually supplied by the issuers and appended to the cardholders web browser

	e-mail - 
	Electronic mail 

	Emboss - 
	Print raised data on a card 

	EMV - 
	Europay, MasterCard and Visa: A collaboration between these three organisations

	EMVCo - 
	An industry association of the collaborators in EMV (q.v.) for the banking and finance industry

	Encryption -  
	The procedure used in cryptography (q.v.) for converting plain text to cipher text (q.v.)

	e-purse - 
	Electronic purse: A function on a chip card that allows e-cash (q.v.) value to be stored 

	e-tailing - 
	Electronic retail 

	ETSI - 
	European Telecommunications Standardisation Institute: Not for profit organisation whose mission is to produce the telecommunications standards for Europe (see also CEN q.v.)

	eURI - 
	Extended User-Related Information: Defined in CWA (q.v.) 13987 for Interoperable (q.v.) Citizen Services using Smart Card (q.v.)Systems

	F
	

	FINREAD - 
	European specifications for an applet-based (q.v.) secure interoperable (q.v.) smart card (q.v.) reader for online transactions implying sensitive data transfers

	FIPS - 
	Federal Information Processing Standards: Standards and guidelines issued by NIST (q.v.)

	G 
	

	Gateway - 
	A node or switch that permits communications between two dissimilar networks 

	GPRS - 
	General Packet Radio Service: A standard for wireless communications which runs at speeds up to 115 kilobits per second, compared with current GSM (q.v.)

	GSC-IS - 
	Government Smart Card-Interoperability Specification: Interoperability (q.v.) specification for smart cards (q.v.) in the USA developed by NIST (q.v.)

	GSM - 
	Global Systems for Mobile Communications: One of the leading digital cellular systems

	H 
	

	Hash - 
	Message digest. A number generated from a string of text 

	http - 
	Hyper Text Transfer Protocol: The underlying protocol used by the World Wide Web (q.v.)

	Hybrid card - 
	A smart card (q.v.) that contains two separate and unconnected chips, one with a contact interface (q.v.) and the other with a contactless interface (q.v.)

	I 
	

	ICAO - 
	International Civil Aviation Authority: A specialized agency of the United Nations, ICAO is the permanent body charged with the administration of the principles laid out in the Convention on International Civil Aviation, Chicago, 7/12/1944

	ICC - 
	Integrated Circuit Card, or smart card (q.v.)

	ICT -
	Information & Communications Technology

	IDeA - 
	Improvement and Development Agency (UK): Established by and for local government in April 1999 to support self-sustaining improvement from within local government

	IEC - 
	International Electrotechnical Commission: Global standards organisation for all electrical, electronic and related technologies

	IFM - 
	Integrated Formal Methods: The rigorous engineering methodology for system development; a conceptual parallel to the industrial standard UML (q.v.)

	IIN - 
	Issuer Identification Number: The numbering system that uniquely identifies a card issuing institution in an international interchange environment, specified in ISO/IEC 7812

	IKE - 
	Internet Key Exchange 

	Integrity - 
	Information that is free from error, corruption or alteration 

	Internet - 
	A global collection of interconnected networks, used for the purpose of electronic communication 

	Interoperability - 
	The ability for different systems to work together 

	Information Law Terms
	See WP8-04 Appendix 1 for definitions of the following terms in context:

	       Data
	

	Data Controller
	

	DPA
	

	Data Processor
	

	Data Subject
	

	DCA
	

	E-Envoy Identity Guidelines
	

	FOIA
	

	HRA
	

	LCD
	

	Mandatory/Mandatory Smart Card Scheme
	

	Personal Data
	

	Processing
	

	Public Authority
	

	Sensitive Personal Data
	

	Intranet - 
	A private network 

	IOPTA - 
	"InterOperable PT Applications" for smart cards: A revision of CEN (q.v.) standard ENV1545 that defines the codification of data elements used for public transport

	IP - 
	Internet (q.v.) protocol: Specifies the format of packets, also called datagrams, and the addressing scheme

	IR - 
	Inland Revenue (UK)

	ISO - 
	International Standardisation Organisation: Body responsible for development of international standards covering a huge range of issues

	Issuer - 
	A financial institution that establishes an account for a cardholder and issues a payment card 

	IT - 
	Information Technology 

	ITSO - 
	Formerly "Integrated Transport Smartcard Organisation": Public sector membership organisation founded in 1998 to build and maintain specifications for secure end-to-end interoperable ticketing operations in the UK

	J 
	

	Java - 
	A high-level object-oriented programming language developed by Sun Microsystems

	Java Card - 
	An ISO 7816-4 Compliant application (q.v.) environment focused on smart cards (q.v.)

	K 
	

	Key Escrow - 
	Storage of a private key (q.v.) by a neutral third party

	Key Management - 
	The process by which cryptographic keys (q.v.) and messages are managed and protected

	L 
	

	LA - 
	Local Authority

	LASSeO - 
	Local Authority Smartcard Standards e-Service Organisation: Created by local government organisations in the UK to define at the working level the necessary standards, rules and policies needed to provide public services to citizens using smart cards

	LDAP - 
	Lightweight Directory Access Protocol: A set of protocols (q.v.) for accessing information directories. Because LDAP is an open protocol, applications (q.v.) need not worry about the type of server hosting the directory

	LGOL - 
	Local Government Online (UK): Internet (q.v.) portal to local government

	Linux - 
	A freely-distributable open source operating system that runs on a number of hardware platforms

	LLPG - 
	Local Land and Property Gazetteer (UK): A definitive, local address list that provides unique identification of properties, conforms to a British Standard, BS 7666 and feeds the National Land and Property Gazetteer

	M 
	

	Magnetic Stripe Card - 
	A card with a magnetic strip of recording material on which data can be stored

	MIFARE - 
	A proprietary standard for contactless (q.v.) and dual interface (q.v.) smart cards (q.v.) produced by Philips Semiconductors and extensively deployed worldwide

	MIME - 
	Multipurpose Internet Multimedia Extension: An Internet (q.v.) protocol (q.v.) for sending e-mail (q.v.) and attachments 

	Mondex - 
	An e-cash application for Smart Cards that stores value as electronic information on a microchip, rather than as physical notes and coins enabling cardholders to carry, store and spend cash  

	Multos - 
	A smart card (q.v.) operating system for multi application cards 

	MUSCLE - 
	Movement for the Use of Smart Cards in a Linux Environment: (q.v. Linux)

	N 
	

	NBS - 
	A global leader in card personalisation, payment solutions, and secure processing for financial institutions, healthcare, governments, entertainment and retail customers

	NIC - 
	National Insurance Contributions 

	NIST - 
	National Institute of Standards and Technology (USA): Designs standards and guidelines for Federal computer systems

	Not-on-us - 
	Transactions that are carried out in a smart card scheme where one of the parties to the transaction is not a member of the scheme

	O 
	

	OCF - 
	Open Card Framework: A Java (q.v.) API (q.v.) for smart card (q.v.) access

	ODPM - 
	Office of the Deputy Prime Minister (UK)

	OeE - 
	Office of the e-Envoy (UK): Part of the Delivery and Reform team based in the Cabinet Office whose purpose is to improve the delivery of public services and achieve long-term cost savings

	OEM - 
	Original Equipment Manufacturers: Misleading term for a company that has a special relationship with computer producers. OEMs buy computers in bulk and customize them for a particular application

	OID - 
	Operator Identity: An ITSO (q.v.) term for entities performing specified ITSO roles

	Online - 
	Jargon for the process of obtaining information through access via a computer or terminal to the source

	Open systems - 
	Systems whose architecture specifications are public. This includes officially approved standards as well as privately designed architectures whose specifications are made public by the designers

	OS X - 
	Computer operating system developed by Apple Computers

	P 
	

	PC/SC - 
	Personal Computer/Smart Card: A standard framework for smart card (q.v.) access on Windows Platforms

	PCMCIA - 
	Personal Computer Memory Card International Association: An organisation consisting of some 500 companies that has developed a standard for smart cards (q.v.). Originally designed for adding memory to portable computers

	PDA - 
	Person Digital Assistant: A handheld device that combines computing, telephone/fax, Internet (q.v.) and networking features

	PIN - 
	Personal Identification Number 

	PIN Pad - 
	A small keypad on which a cardholder keys in his/her PIN (q.v.)

	PIN Verification - 
	The security process that confirms the cardholder's PIN (q.v.)

	PKCS - 
	Public Key Cryptography Standard: (q.v. "Public Key", "cryptography")

	PKI - 
	Public Key Infrastructure: A certificate system for obtaining an entity's Public Key. (q.v. "Private Key/Public Key"); a networked system that enables organisations and users to exchange information and money safely and securely

	PLCC - 
	Plastic Leaded Chip Carrier: Method of packaging computer chips together 

	Protocol - 
	An agreed-upon format for transmitting data between two devices

	Public Key/Private Key - 
	 Cryptographic keys (q.v.) used together. Private Keys are used to encrypt/decrypt messages or files that have been encrypted using a Public Key. The Private Key is only known to the rightful owner. Public Keys are only used in conjunction with the Private Key and are freely available to defined users. 

	Public Procurement Terms
	See wp8-05 Appendix 1 for definitions of the following terms in context:

	      BAFO
	

	CCTA
	

	Consolidated Directive
	

	Contract Notice
	

	Contracting Authority
	

	ECJ
	

	G-Cat
	

	ITN
	

	ITT
	

	OGC
	

	OJ
	

	PFI
	

	PIN
	[Note: In the procurement context this has a different meaning from that which applies in the technical context]

	PPP
	

	Public Procurement Directives
	

	Public Services Directive
	

	Public Supplies Directive
	

	Public Works Directive
	

	S-Cat
	

	SPV
	

	R 
	

	RA - 
	Registration Authority: q.v.

	RAM - 
	Random Access Memory: A type of computer memory that can be accessed randomly

	Registration Authority
	A registration authority (RA) is an authority in a network that verifies user requests for a digital certificate and tells the certificate authority (CA, q.v.) to issue it. RAs are part of a public key infrastructure (PKI, q.v.)

	RF - 
	Radio Frequency: Any frequency within the electromagnetic spectrum associated with radio wave propagation 

	RNG - 
	Random Number Generator

	ROM - 
	Read Only Memory: Computer memory on which data has been pre-recorded. Once data has been written onto a ROM chip, it cannot be removed and can only be read

	S 
	

	S/MIME - 
	Secure/ Multipurpose Internet Mail Extensions: A new version of MIME (q.v.) that supports encrypted (q.v.) messages

	SCNF-
	Smart Card Networking Forum: Not-for-profit organisation consisting of public sector representatives with an interest in the use of smart cards to provide improved services to their customers

	SDK - 
	Software Development Kit: A programming package that enables a programmer to develop applications for a specific platform

	SET - 
	Secure Electronic Transaction: A security standard that defines how to encrypt (q.v. "encryption") transmissions over public networks 

	SIM - 
	Subscriber Identification Module: A card-based chip that personalises a mobile phone

	Smart card - 
	A portable programmable device conforming to ISO 7816 dimensions and containing an integrated circuit that stores and processes information 

	SMS - 
	Short Message Service: A service for sending short text messages to mobile phones

	SSL - 
	Secure Sockets Layer: A protocol (q.v.) developed by Netscape for transmitting private documents via the Internet (q.v.). SSL works by using a private key (q.v.) to encrypt (q.v.) data that is transferred over the SSL connection

	STIP - 
	Small Terminal Interoperability Platform: The STIP Consortium was founded to develop an interoperable (q.v.) platform specification for secure transaction devices, including, but not limited to, card accepting devices

	T 
	

	T=CL - 
	Specification of a contactless interface (q.v.) for a smart card (q.v.)

	Tag - 
	A command inserted in a document that specifies how the document, or a portion of the document, should be formatted

	Track - 
	A defined part of a magnetic stripe where data can be written 

	TTP - 
	Trusted Third Party 

	U 
	

	UML - 
	Unified Modelling Language: A general-purpose notational language for specifying and visualizing complex software, especially large projects

	UMTS - 
	Universal Mobile Telecommunication System: A 3G (q.v.) mobile technology that will deliver broadband information at speeds up to 2Mbits/sec

	UNICODE - 
	A standard for representing characters as integers. Unlike ASCII, which uses 7 bits for each character, Unicode uses 16 bits, which means that it can represent more than 65,000 unique characters

	UNIX - 
	Open source computer operating system, popular for workstations

	URL - 
	Uniform Resource Locator: Website address

	USB - 
	Universal Serial Bus: An external bus standard that supports data transfer rates of 12 Mbps. A single USB port can be used to connect up to 127 peripheral devices. USB also supports Plug-and-Play installation

	USIM -
	Universal Subscriber Identity Module: (q.v. SIM)

	
	

	V 
	

	Visual Basic - 
	A popular programming language; sometimes called an event-driven language because each object can react to different events such as a mouse click 

	VPN - 
	Virtual Private Network: A network that is constructed by using public wires to connect nodes; uses encryption (q.v.) and other security mechanisms to ensure that only authorized users can access the network and the data it carries 

	W 


	

	WAP - 
	Wireless Application Protocol: A secure specification that allows users to access information instantly via handheld wireless devices such as mobile phones

	WIM - 
	Wireless Identity Module 

	Windows - 
	A computer operating system developed by Microsoft 

	WPKI - 
	Wireless Public Key Infrastructure: (q.v. PKI)

	WWW - 
	World Wide Web: Part of the Internet (q.v.)

	X 
	

	XML - 
	Extensible Markup Language: Designed especially for Web documents, it allows designers to create their own customized tags (q.v.), enabling the definition, transmission, validation, and interpretation of data between applications (q.v.) and between organizations
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Case Example: From a review (with library staff) on a switch over from bar-coded to smart cards





Findings:





Survey information from other libraries showed that smart cards did not always read (albeit a very low percentage failure) whereas bar-coded cards had a nil failure rate;


The library used bar-coded strips on over a million books.  Even if smart card readers were introduced, the bar-code readers would still need to be in place;


In tests, the recorded "read" time from a bar-coded card was 0.44 seconds, whereas the smart chip would register in 0.43.  Although the transaction time could be improved for the smart card (to less than 0.40), library personnel were content that the existing read time was adequate for purpose;


In terms of conventional borrowing, there was no requirement for any of the additional security elements that the smart chip might offer.





Conclusion: There was little justification for like for like replacement.  However, there was considerable interest in introducing:





An electronic purse for fines/photo-copying and other payments (there was evidence of fraudulent use of magnetic stripe cards for photocopying);


A smart card reader on public PCs for internet access;


A smart card authentication system for limited out of hours access and self issue of books.





NB: The library in the review already had photographs of the user on the bar-coded cards.  The benefits of photographic personalisation are a major driver for change if the existing card does not have this feature.  








�   The EC funded SmartCities Project (2000 – 2003) based in Southampton and with MasterCard Europe as a consortium partner was unable to secure the interest/involvement of a bank in pilot schemes. 


� http://www.oystercard.com/


�   Best Value Performance Indicator 157 (BVPI 157) is the method by which local authorities are measured by the Office of the Deputy Prime Minister to determine the number of services that are delivered using electronic means.


�   Open architecture cards represent the move away from proprietary specifications to common standards. This gives the scheme provider ownership of the card and a wider choice of suppliers and equipment. 


�   http://www.itso.org.uk


� We are grateful to Duncan Petrie (General Manager, Hong Kong and Regional Operations


ERG Transit Systems (HK) Ltd) for giving his views on smart card developments in Hong Kong.


� http://www.octopuscards.com


� “Non-personalised” cards are those issued without photograph and name.  “Contactless” cards have the smart chip embedded inside the plastic.


� Site: � HYPERLINK "http://www.smartid.gov.hk/en/index.html" ��http://www.smartid.gov.hk/en/index.html�


Summary: � HYPERLINK "http://www.info.gov.hk/gia/general/200309/04/0904147.htm" ��http://www.info.gov.hk/gia/general/200309/04/0904147.htm�


� http://www.octopuscards.com/eng/general/about/history.jsp


� http://www.jpn.gov.my/gmpc/main_menu.htm


� Universal Smart Card – A Bitter Pill.  Simon Marsden, Director of MIS, University of Edinburgh http://www.csiesr.fr/ssr/systeme/jt2002/carte_edinburg.pdf


�  http://europa.eu.int/ISPO/docs/policy/docs/e_europe/smart_cards_.pdf


�  The EC is also promoting deployment projects and a programme is currently underway for the delivery of a European-wide health insurance card. “The Commission has proposed 1 June 2004 as the launch date of the common European health insurance card. The single, personalised card is designed to replace all current paper forms needed for health treatment which is necessary during a temporary stay in another Member State”.  Ref: � HYPERLINK "http://europa.eu.int/comm/employment_social/news/2003/feb/hicard_en.html" �http://europa.eu.int/comm/employment_social/news/2003/feb/hicard_en.html�


� “Smart Cards: Enabling e-Government, Draft Policy Framework” 31 July 2003 © Crown Copyright


� http://www.connexionscard.com


� It is estimated that, in Hong Kong, the failure rate for magnetic tickets was one in 700, whereas the failure rate for smart cards is nearer one in 10,000


� “Big Bang” in this context suggests the implementation of a scheme with all applications deployed and ready for use with a full deployment of cards to all potential users.  


� The outcome of the recent consultation paper from the Office of the e-Envoy (Smart Cards: Enabling e-Government, Draft Policy Framework) should go some way to defining the Government’s approach





�PAGE \# "'Page: '#'�'"  �� 3.3.3 last para: references to other project outputs need to be more specific
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